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The problem is Traffic Analysis!!



Traffic analysis resistance: 
Anonymous communications

➢ Bitwise unlinkability
➢ Crypto to make inputs and outputs bit patterns different

➢ (re)packetizing + (re)schedule + (re)routing, 
➢ Destroy patterns (traffic analysis resistance)

➢ Load balancing

➢ Distribute trust 

Senders

Receivers
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April 2016:
• 5.3K active public bridges
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Different population metrics!



Public bridges - stability

55% of the bridges live < 1 day   No clients→
Bridges with clients long lived   4 months (median)→
Bridges with clients rarely change IP address
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Top-3 OR ports (¬444) are used by 71% of public bridges
(99% of active fingerprints never change their OR port)

Scanning on those ports reveals majority of bridges!



Public bridges – OR port distribution



Public bridges – Ranking

Not all bridges are equally important!!



Public bridges – Ranking

Not all bridges are equally important!!

How well is country-level blocking working?
Which bridges should censor target next? 



Public bridges – Ranking

Not all bridges are equally important!!

How well is country-level blocking working?
Which bridges should censor target next? 

91% traffic used default bridges!

A censor can disconnect users 
in reaction to an event



Public bridges – Ranking

Not all bridges are equally important!!

How well is country-level blocking working?
Which bridges should censor target next? 

91% traffic used default bridges!

A censor can disconnect users 
in reaction to an event

How well is blocking of specific PT working?



Public bridges – Ranking

Not all bridges are equally important!!

How well is country-level blocking working?
Which bridges should censor target next? 

91% traffic used default bridges!

A censor can disconnect users 
in reaction to an event

How well is blocking of specific PT working?

94% obs4 in default!

Useless reply protection...



Public bridges – Ranking



Private bridges – Population (Apr 2016)



Deanonymized 35% public bridges with clients 

Private bridges – Population (Apr 2016)



Private bridges – Population (Apr 2016)

Deanonymized 35% public bridges with clients 

Found 684 private bridges + 645 private proxies



Private bridges – Population (Apr 2016)

Deanonymized 35% public bridges with clients 

Found 684 private bridges + 645 private proxies

175 non-public domains in contact info

(307 bridges – 187 public /180 private) 



Private bridges – clustering

Clustering

(verifiedIP, OR port, descriptor)
 41,359 tuples

1,343 clusters 
(75% singletons)

Features :
Same fingerprint
Similar nicknames
Same contact information
Similar verified IP address (+ identical config )
Simlar IP address in descriptor (+ identical config )
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additional service and 10% more than one.
telnet

ssh

https

mongoDB

Most common additional services:
SSH - ports 22 and 2222,
Web services - ports 80 and 443
RPC port mapper - port 111

Unique identifiers
SSH keys 
Certificate serial numbers 
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Public Bridges
• Bridges with clients live 4 months, no IP changes   Blocking→
• PTs with conflicting security properties
• Top-3 OR ports 71% public bridges   Patch CollecTor→
• 91% bridge traffic uses default bridges  Defeats purpose→
• Bridge Ranking enables targeted attacks

Bridge discovery
• Deanonymized 35% of public bridges
• Found 684 private bridges + 645 private proxies
• 35% bridges are private
• Clusters of bridges+proxies deployed   Little IP diversity→

Open OR Port needs fixing!!!!


