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TRAFFIC ANALYSIS RESISTANCE:
ANONYMOUS COMMUNICATIONS

e %§@
i

> BITWISE UNLINKABILITY
> Crypto to make inputs and outputs bit patterns different

> (RE)PACKETIZING + (RE)SCHEDULE + (REJROUTING,
> Destroy patterns (traffic analysis resistance)
> Load balancing
> Distribute trust
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Low LATENCY = HIGH CORRELATION!
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WHAT ABOUT TRAFFIC ANALYSIS?

PLUGGABLE TRANSPORTS
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AVAILABLE a
. PLuGGABLE TRANSPORTS
NOT RECOGNIZABLE
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® Onion Router whose IP is not publicly listed
@ is always elected as the first hop
© can offer multiple Pluggable Transports.

PERFORM FIRST SYSTEMATIC STUDY OF THE SECURITY
OF THE TOR BRIDGE INFRASTRUCTURE

N\um\f“"\ r’\f(\l/\ \J/J / /\ &
Public bridges o S
PT

population  stability OR port Ranking

deployment distribution
Private bridges m

population clustering

proxys!
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TWO ISSUES KNOWN TO TOR PROTECT SINCE OcTOBER 2010

1. Vanilla Tor Certificates
— Vonilla Tor uses TLS handshake ?:Lfi‘?fi%?'dom].mm
— Easy to spot certificates o randomL et
— It won’t be fixed

0

2. Open OR Port
— Bridges have open OR Port with Vanilla Tor
— Even if they do not offer Vanilla Tor
—  Difficult to fix




WE EXPLOIT...

Why don’t we scan all
IPs with TLS to find
bridges?




WE EXPLOIT...

Why don’t we scan all
IPs with TLS to find




WE USE THREE DATASETS

Scan 200+ ports with multiple protocols
19 ports scanned with TLS
Indexed data available

(A' C e n Sys Scan 6 ports with TLS

g/ Raw + indexed data available




WE USE THREE DATASETS

Scan 200+ ports with multiple protocols

S H O D A N 19 ports scanned with TLS

Indexed data available
(/"* |

L C e n S S Scan 6 ports with TLS
V’ Raw + indexed data available

IDENTIFY CANDIDATE BRIDGE IPs
(WITHOUT SCANNING OURSELVESI!)




WE USE THREE DATASETS

Scan 200+ ports with multiple protocols

S H O D A N 19 ports scanned with TLS

Indexed data available
(A |
C e n S S Scan 6 ports with TLS
Raw +indexed data available

IDENTIFY CANDIDATE BRIDGE IPs
(WITHOUT SCANNING OURSELVESI!)

Node-level data on public bridges + relays

COLLECTOF  some bridge data sanitized



WE USE THREE DATASETS

Scan 200+ ports with multiple protocols

S H O D A N 19 ports scanned with TLS

Indexed data available
L C e n S S Scan 6 ports with TLS
V’ Raw + indexed data available

IDENTIFY CANDIDATE BRIDGE IPs
(WITHOUT SCANNING OURSELVESI!)

Node-level data on public bridges + relays

COLLECTOF  some bridge data sanitized

[s THERE SENSITIVE DATA NOT ANONYMIZED?
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BRIDGE DISCOVERY APPROACH

1. Finding candidate IP addresses S CENSYS
SHODAN
2. Fl|'|'el’lng I'e|CIYS ﬁcomc'l‘or
3. Verifying IP addresses
4. |dentifying private proxies
(check descriptor)

S. Classifying as public or private bridge quemr
(find sanitized fingerprint)
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April 2016:
* 5.3K active public bridges
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April2016

] 77.1% vanilla
[ ] 6.5% obf3+obfd+ssuit

\ || B 6.3% obf3+fte+obf4+ssuit
\[| I 4.4% obis+ferobaessuit || CONFLICTING

|| [ ] 3% obf3+obf4
Bl 1.6% obf3+ssuit SECURITY

I 1.4% obf4
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How well is country-level blocking working?
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Not all bridges are equally important!!

Top 20
(Default)

75.6% (44.0%)
86.6% (86.1%)
76.9% (68.0%)
84.1% (84.0%)
58.7% (56.7%)

CC Used

Brid.
cn 712
ir 941
Sy 74
uk 943
us 1,496
All 2,213

91.71% (91.4%)

How well is country-level blocking working?
Which bridges should censor target next?

91% TRAFFIC USED DEFAULT BRIDGES!

A CENSOR CAN DISCONNECT USERS
IN REACTION TO AN EVENT
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Not all bridges are equally important!! * X

How well is country-level blocking working?

i Which bridges should censor target next?
I CC Used TOp 20
* * Brid. (Default) 91% TRAFFIC USED DEFAULT BRIDGES!
N ecn 712 45.6% (44.0%)
—— ir 941  86.6% (86.1%)
— sy 74 76.9% (68.0%) A CENSOR CAN DISCONNECT USERS

uk 943 84.1% (84.0%) |y REACTION TO AN EVENT
us 1,496  58.7% (56.7%)

All 2213 91.71% (91.4%)

N 74
AN
How well is blocking of specific PT working?
PT Used Top 20
Brid. Clients (Default)
9u% oss4 IN DEFAULT! obfs2 13 158 100.0% (25.8%)

obfs3 898 63,088 92.0% (90.8%)
obfs4 792 204,095 95.4% (94.7%)
meek 4 22,685 100.0% (~100%)
USELESS REPLY PROTECTION... vanilla 1967 14,939 5.6% ( 0.0%)

ssuit 467 4,483 52.4% (46.3%)
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Not all OR ports are equally important!!

RK Port  Clients BRs Ranking per Country

( % ) [Default] cn ir sy uk us

1 6666 23.805% 1 [1] 2 5 6 1 1

2 42506 14.096% 1 [1] 6 3 4 3 -

3 60906 13.877% 1 [1] 7 4 3 2 -

4 63848 13.730% 2 [2] 5 6 5 4 4

5 44445 9.485% 1 [1] 8 2 2 5 2

6 8008 7.173% 1 [1] 4 54 - 6 -

7 29001 5.027% 2[1] 10 1 1 2/ 3

8 9002 2.827% 2 [1] 1 7 8 8 -

9 1512 1.206% 1 [1] 3 8 14 9 125

10 9001 0.263% 309 [6] 19 9 7 10 3
11 29309 0.045% 1[0] 36 10 - 42 10
12 27134 0.041% 1[0] 15 13 18 12 16
13 20506 0.040% 1[0] 59 19 19 11 7
14 12497 0.040% 1[0] 57 14 - 42 9
15 59760 0.039% 1[0] 18 19 - 33 11
16 60841 0.039% 1[0] 49 15 - 50 16
17 53885 0.038% 1[0] 15 36 - 50 14
18 14769 0.035% 1 [0] 38 6l - 11 6
19 34678 0.033% 1[0] 37 12 - 66 8
20 19924 0.032% 1[0] 12 19 - 19 14



PRIVATE BRIDGES — PopuLATION (APR 2016)

Port SC Source Disc. Verified Public Private Proxy
443 9 Censys 2,448 1,315 (1,122) 897 (860) 263 (262) 164
993 2 Censys 19 16 (13) 11 (11) 3(2) 2
995 3 Censys 14 14 (13) 10 (10) 3 (3) 1
444 1  Shodan 14 12 (101) 8 (97) 1 (4) 4

8443 1 Shodan 191 156 (149) 148 (148) 1 (1) 7

9001 1 Shodan 2,001 1047 (587) 165 (166) 415 (421) 468

9002 1  Shodan 23 19 (5) 1 (1) 4 (4) 14
All 17 All 4,684 2,554 (1,986) 1,239 (1,292) 684 (694) 645
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Port SC Source Disc. Verified Public Private Proxy
443 9 Censys 2,448 1,315 (1,122) 897 (860) 263 (262) 164
993 2 Censys 19 16 (13) 11 (11) 3(2) 2
995 3 Censys 14 14 (13) 10 (10) 3 (3) 1
444 1  Shodan 14 12 (101) 8 (97) 1 (4) 4

8443 1 Shodan 191 156 (149) 148 (148) 1 (1) 7

9001 1 Shodan 2,001 1047 (587) 165 (166) 415 (421) 468

9002 1  Shodan 23 19 (5) 1 (1) 4 (4) 14
All 17 All 4,684 2,554 (1,986) 1,239 (1,292) 684 (694) 645

DEANONYMIZED 35% PUBLIC BRIDGES WITH CLIENTS

FouND 684 PRIVATE BRIDGES + 645 PRIVATE PROXIES
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Port SC Source Disc. Verified Public Private Proxy
443 9 Censys 2,448 1,315 (1,122) 897 (860) 263 (262) 164
993 2 Censys 19 16 (13) 11 (11) 3(2) 2
995 3 Censys 14 14 (13) 10 (10) 3 (3) 1
444 1  Shodan 14 12 (101) 8 (97) 1 (4) 4

8443 1 Shodan 191 156 (149) 148 (148) 1 (1) 7

9001 1 Shodan 2,001 1047 (587) 165 (166) 415 (421) 468

9002 1  Shodan 23 19 (5) 1 (1) 4 (4) 14
All 17 All 4,684 2,554 (1,986) 1,239 (1,292) 684 (694) 645

DEANONYMIZED 35% PUBLIC BRIDGES WITH CLIENTS

FouND 684 PRIVATE BRIDGES + 645 PRIVATE PROXIES

175 NON—PUBLIC DOMAINS IN CONTACT INFO

(307 BrIDGES — 187 pusLIC /180 PRIVATE)



PRIVATE BRIDGES — CLUSTERING

(verifiedIP, OR port, descriptor)

41,359 tuples
l FEATURES:
Same fingerprint
Similar nicknames
CLUSTERING Same contact information
Similar verified IP address (+ identical config)
l Simlar IP address in descriptor (+ identical config )
1,343 clusters

(75% singletons)



PRIVATE BRIDGES — CLUSTERING

Type-| : 47
Type-Il :138
Type-lll: 88
Type-IV: 43
Type-V : 10
Mixed : 16

77% PROXIES AND BACKEND IN sSAME AS
PROXIES DO NOT PROVIDE IP DIVERSITY



BONUS TRACK — TRACKING BRIDGES

ssh & SHODAN

telnet 621 / 2,554 VERIFIED IPs (247%) OFFER AT LEAST ONE
mongoDB  ADDITIONAL SERVICE AND 10% MORE THAN ONE.

https




BONUS TRACK — TRACKING BRIDGES

ssh & SHODAN

telnet 621 / 2,554 VERIFIED IPs (247%) OFFER AT LEAST ONE
mongoDB  ApDITIONAL SERVICE AND 10% MORE THAN ONE.
https

MOST COMMON ADDITIONAL SERVICES:
SSH — PORTS 22 AND 2222,
WEB SERVICES — PORTS 80 aND 443
RPC PORT MAPPER — PORT 111



BONUS TRACK — TRACKING BRIDGES

ssh C% SHODAN

telnet 621 / 2,554 VERIFIED IPs (247%) OFFER AT LEAST ONE
mongoDB  ApDITIONAL SERVICE AND 10% MORE THAN ONE.
https

MOST COMMON ADDITIONAL SERVICES:
SSH — PORTS 22 AND 2222, UNIQUE IDENTIFIERS

\X/EB SERVICES — PORTS 80 AND 443 SSH KeYs
RPC PORT MAPPER — PORT 111 CERTIFICATE SERIAL NUMBERS



BONUS TRACK — TRACKING BRIDGES

ssh C% SHODAN

telnet ©21 / 2,554 VERIFIED IPs (247%) OFFER AT LEAST ONE
mongoDB  ApDITIONAL SERVICE AND 10% MORE THAN ONE.
https

MOST COMMON ADDITIONAL SERVICES:
SSH — PORTS 22 AND 2222, } UNIQUE IDENTIFIERS

WEB SERVICES — PORTS 80 AND 443 SSH KEYS
RPC PORT MAPPER — PORT 111 CERTIFICATE SERIAL NUMBERS

CE) SHODAN



BONUS TRACK — TRACKING BRIDGES

ssh & SHODAN

telnet ©21 / 2,554 VERIFIED IPs (247%) OFFER AT LEAST ONE
mongoDB  ApDITIONAL SERVICE AND 10% MORE THAN ONE.
https

MOST COMMON ADDITIONAL SERVICES:
SSH — PORTS 22 AND 2222, } UNIQUE IDENTIFIERS

WEB SERVICES — PORTS 80 AND 443 SSH KEYS
RPC PORT MAPPER — PORT 111 CERTIFICATE SERIAL NUMBERS

2248 caNDIDATE IPs % SHODAN
-
248 BRIDGES
O NEW BRIDGES!
(e.9., change IP within Amazon EC2)




CONCLUSION — SECURITY IMPLICATIONS

PusLic BRIDGES

* Bridges with clients live 4 months, no IP changes — Blocking
* PTs with conflicting security properties

* Top-3 OR ports 71% public bridges — Patch CollecTor

* 91% bridge traffic uses default bridges — Defeats purpose

* Bridge Ranking enables targeted attacks
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CONCLUSION — SECURITY IMPLICATIONS

PusLic BRIDGES

Bridges with clients live 4 months, no IP changes — Blocking
PTs with conflicting security properties

Top-3 OR ports 71% public bridges = Patch CollecTor

91% bridge traffic uses default bridges — Defeats purpose
Bridge Ranking enables targeted attacks

BRIDGE DISCOVERY

Deanonymized 35% of public bridges

Found 684 private bridges + 64S private proxies

35% bridges are private

Clusters of bridges+proxies deployed — Little IP diversity

OrPEN OR PORT NEEDS FIXING!III



